LOQSEA TECHNOLOGY LTD
PRIVACY POLICY

We take your privacy very seriously. Please read this privacy policy carefully as it contains important
information on who we are and how and why we collect, store, use and share your personal data. It also
explains your rights in relation to your personal data and how to contact us or supervisory authorities in the
event you have a complaint.

We collect, use and are responsible for certain personal data about you. When we do this we are subject to
the UK General Data Protection Regulation (UK GDPR). We are also subject to the EU General Data
Protection Regulation (EU GDPR) in relation to goods and services we offer to individuals in the European
Economic Area (EEA).

Key terms

Here is an explanation of some key terms used in this policy:

We, us, our Logsea Technology Ltd, a company incorporated in
England and Wales whose registered number is
13330509 and whose registered office is at 253 Gray’s
Inn Road, London, WC1X 8QT.

Our data protection contact Tomasz Rydzewski

tr@logseatech.com

Personal data Any information relating to an identified or identifiable
individual
Data subject The individual who the personal data relates to

Personal data we collect about you

The personal data we collect about you depends on the particular services we provide to you. We will collect
and use the following personal data about you:

. Identity and Contact Data - your name and contact information, including email address
. Usage Data - information about how you use our services
. Technical Data - internet protocol (IP) address, your login data, browser type and version, time zone

setting and location, browser plug-in types and versions, operating system and platform, and other
technology on the devices you use to access our services.

We collect and use this personal data for the purposes described in the section ‘How and why we use your
personal data’ below. If you do not provide personal data we ask for, it may delay or prevent us from
providing services to you.

How your personal data is collected
We collect most of this personal data directly from you or the company that you work for via our services.
However, we may also collect from a third party with your consent, e.g. via our IT systems, e.g. through

automated monitoring of our services including our websites and other technical systems, such as our
computer networks and connections, communications systems and email.



How and why we use your personal data

Under data protection law, we can only use your personal data if we have a proper reason, e.g.:

. where you have given consent;
. to comply with our legal and regulatory obligations;
. for the performance of a contract with you or to take steps at your request before entering into a

contract; or

. for our legitimate interests or those of a third party.

A legitimate interest is when we have a business or commercial reason to use your personal data, so long as
this is not overridden by your own rights and interests. We will carry out an assessment when relying on
legitimate interests, to balance our interests against your own.

The table below explains what we use your personal data for and why.

What we use your personal data for

Our reasons

Providing services to you

To perform our contract with you or to take steps at
your request before entering into a contract

Preventing and detecting fraud against you or
us

For our legitimate interest, i.e. to minimise fraud that
could be damaging for you and/or us

To enforce legal rights or defend or undertake
legal proceedings

Depending on the circumstances:
- to comply with our legal and regulatory obligations

- in other cases, for our legitimate interests, i.e. to
protect our business, interests and rights

Gathering and providing information required by
or relating to audits, enquiries or
investigations by regulatory bodies

To comply with our legal and regulatory obligations

Ensuring business policies are adhered to, e.g.
policies covering security and internet use

For our legitimate interests, i.e. to make sure we are
following our own internal procedures so we can
deliver the best service to you

Operational reasons, such as
efficiency, training and quality control

improving

For our legitimate interests, i.e. to be as efficient as we
can so we can deliver the best service to you at the
best price

Statistical analysis to help us manage our
business

For our legitimate interests, i.e. to be as efficient as we
can so we can deliver the best service to you at the
best price

Preventing unauthorised and

modifications to systems

access

Depending on the circumstances:

- for our legitimate interests, i.e. to prevent and detect
criminal activity that could be damaging for you and/or
us

- to comply with our legal and regulatory obligations




Protecting the security of systems and data
used to provide the services

To comply with our legal and regulatory obligations

We may also use your personal data to ensure the
security of systems and data to a standard that goes
beyond our legal obligations, and in those cases our
reasons are for our legitimate interests, i.e. to protect
systems and data and to prevent and detect criminal
activity that could be damaging for you and/or us

Updating customer records

Depending on the circumstances:

- to perform our contract with you or to take steps at
your request before entering into a contract

- to comply with our legal and regulatory obligations

- for our legitimate interests, e.g. making sure that we
can keep in touch with our customers about existing
orders and new products

To share your personal data with members of
our group and third parties that will or may take
control or ownership of some or all of our
business (and professional advisors acting on
our or their behalf) in connection with a
significant corporate transaction or restructuring,

Depending on the circumstances:
- to comply with our legal and regulatory obligations

- in other cases, for our legitimate interests, i.e. to
protect, realise or grow the value in our business and
assets

including a merger, acquisition, asset sale, initial
public offering or in the event of our insolvency

In such cases information will be anonymised
where possible and only shared where
necessary

Who we share your personal data with

We routinely share personal data with third parties we use to help deliver our services to you, e.g.
developers and third-party cloud storage providers who are responsible for hosting, managing, and securing
the data used in our services.

We only allow those organisations to handle your personal data if we are satisfied they take appropriate
measures to protect your personal data.

We or the third parties mentioned above occasionally also share personal data with:

. our external auditors, e.g. in relation to the audit of our accounts, in which case the recipient of the
information will be bound by confidentiality obligations;

. our and their professional advisors (such as lawyers and other advisors), in which case the recipient
of the information will be bound by confidentiality obligations;

. law enforcement agencies, courts, tribunals and regulatory bodies to comply with our legal and
regulatory obligations;

. other parties that have or may acquire control or ownership of our business (and our or their
professional advisers) in connection with a significant corporate transaction or restructuring,
including a merger, acquisition, asset sale, initial public offering or in the event of our insolvency -




usually, information will be anonymised but this may not always be possible. The recipient of any of
your personal data will be bound by confidentiality obligations.

We will not share your personal data with any other third party unless we notify you in advance and such
sharing is essential for the provision of the services to you.

If you would like more information about who we share our data with and why, please contact us (see ‘How
to contact us’ below).

Where your personal data is held

Personal data is held via cloud storage which is a mode of storage that allows digital data to be stored on
services at off-site locations. These services are maintained by our third party service providers as
described above (see above: ‘Who we share your personal data with’).

Some of these third parties may be based outside the UK/EEA. For more information, including on how we
safeguard your personal data when this happens, see below: ‘Transferring your personal data out of the
UK and EEA’.

How long your personal data will be kept
We will not keep your personal data for longer than we need it for the purpose for which it is used.

If you no longer have an account with us or we are no longer providing services to you, we will delete or
anonymise your account data after 7 years.

Following the end of the of the relevant retention period, we will delete or anonymise your personal data.
Transferring your personal data out of the UK and EEA

The EEA, UK and other countries outside the EEA and the UK, have differing data protection laws, some of
which may provide lower levels of protection of privacy.

It is sometimes necessary for us to transfer your personal data to countries outside the UK and EEA. In
those cases we will comply with applicable UK and EEA laws designed to ensure the privacy of your
personal data.

We will transfer your personal data to our service providers including our developers Honeycomb/Air UA Ltd
who are located outside the UK in Poland, Ukraine and other countries in Europe and to our cloud provider
Microsoft who stores data in its data centres in the UK and Europe.

As we are based in the UK we will also transfer your personal data from the EEA to the UK.
Under data protection laws, we can only transfer your personal data to a country outside the UK/EEA where:

. in the case of transfers subject to UK data protection law, the UK government has decided the
particular country ensures an adequate level of protection of personal data (known as an ‘adequacy
regulation’) further to Article 45 of the UK GDPR. A list of countries the UK currently has adequacy
regulations in relation to is available here.

. in the case of transfers subject to EEA data protection laws, the European Commission has decided
that the particular country ensures an adequate level of protection of personal data (known as an
‘adequacy decision’) further to Article 45 of the EU GDPR. A list of countries the European
Commission has currently made adequacy decisions in relation to is available here.


https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-transfers-after-uk-exit/#adequacy
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en

. there are appropriate safeguards in place, together with enforceable rights and effective legal
remedies for you; or

. a specific exception applies under relevant data protection law.

Where we transfer your personal data outside the UK, we do so on the basis of an adequacy regulation or
(where this is not available) legally approved standard data protection clauses recognised or issued further
to Article 46(2) of the UK GDPR. In the event we cannot or choose not to continue to rely on either of those
mechanisms at any time, we will not transfer your personal data outside the UK unless we can do so on the
basis of an alternative mechanism or exception provided by UK data protection law and reflected in an
update to this policy.

Where we transfer your personal data outside the EEA we do so on the basis of an adequacy decision or
(where this is not available) legally approved standard data protection clauses issued further to Article 46(2)
of the EU GDPR. In the event we cannot or choose not to continue to rely on either of those mechanisms at
any time we will not transfer your personal data outside the EEA unless we can do so on the basis of an
alternative mechanism or exception provided by applicable data protection law and reflected in an update to
this policy.

Any changes to the destinations to which we send personal data or in the transfer mechanisms we rely on to
transfer personal data internationally will be notified to you in accordance with the section on ‘Changes to

this privacy policy’ below.

If you would like further information about data transferred outside the UK/EEA, please contact us (see ‘How
to contact us’ below).

Your rights

You have the following rights, which you can exercise free of charge:

Access The right to be provided with a copy of your personal data
Rectification The right to require us to correct any mistakes in your personal
data

Erasure (also known as the right to be | The right to require us to delete your personal data - in certain
forgotten) situations

Restriction of processing The right to require us to restrict processing of your personal data
in certain circumstances, e.g. if you contest the accuracy of the
data

Data portability The right to receive the personal data you provided to us, in a

structured, commonly used and machine-readable format and/or
transmit that data to a third party - in certain situations

To object The right to object:

- at any time to your personal data being processed for direct
marketing (including profiling);

- in certain other situations to our continued processing of your
personal data, e.g. processing carried out for the purpose of our
legitimate interests unless there are compelling legitimate grounds
for the processing to continue or the processing is required for the
establishment, exercise or defence of legal claims




Not to be subject to automated | The right not to be subject to a decision based solely on
individual decision making automated processing (including profiling) that produces legal
effects concerning you or similarly significantly affects you

The right to withdraw consents If you have provided us with a consent to use your personal data
you have a right to withdraw that consent easily at any time. You
may withdraw consents by contacting us (see ‘How to contact
us’ below) .

Withdrawing a consent will not affect the lawfulness of our use of
your personal data in reliance on that consent before it was
withdrawn

For more information on each of those rights, including the circumstances in which they apply, please
contact us (see ‘How to contact us’ below) or see the Guidance from the UK Information Commissioner’'s
Office (ICO) on individuals’ rights.

If you would like to exercise any of those rights, please:

. email, call or write to us - see below: ‘How to contact us’; and
. provide enough information to identify yourself (e.g. your full name and email address);
. let us know what right you want to exercise and the information to which your request relates.

Keeping your personal data secure

We have appropriate security measures to prevent personal data from being accidentally lost, or used or
accessed unlawfully. We limit access to your personal data to those who have a genuine business need to
access it. Those processing your personal data will do so only in an authorised manner and are subject to a
duty of confidentiality.

We also have procedures to deal with any suspected data security breach. We will notify you and any
applicable regulator of a suspected data security breach where we are legally required to do so.

How to complain

Please contact us if you have any queries or concerns about our use of your personal data (see below ‘How
to contact us’). We hope we will be able to resolve any issues you may have.

You also have the right to lodge a complaint with:
. the Information Commissioner in the UK; and

. a relevant data protection supervisory authority in the EEA state of your habitual residence, place of
work or of an alleged infringement of data protection laws in the EEA

The UK’s Information Commissioner may be contacted using the details at https://ico.org.uk/make-a-
complaint or by telephone: 0303 123 1113.

For a list of EEA data protection supervisory authorities and their contact details see here.
Changes to this privacy policy

This privacy notice was published on 9" March 2023 and last updated on 9" March 2023.


https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/
https://ico.org.uk/make-a-complaint/
https://ico.org.uk/make-a-complaint/
https://edpb.europa.eu/about-edpb/about-edpb/members_en

We may change this privacy notice from time to time - when we do we will inform you via email and at the
link www.logseatech.com/legal/agreements.

How to contact us

You can contact us by post, email or telephone if you have any questions about this privacy policy or the
information we hold about you, to exercise a right under data protection law or to make a complaint.

Our contact details are:
Logsea Technology Ltd
Address: 253 Gray’s Inn Road, London, WC1X 8QT

Email: support@logseatech.com copied to Tomasz Rydzewski - tr@logseatech.com

Telephone: 020 4552 4273
Do you need extra help?

If you would like this notice in another format (for example audio, large print, braille) please contact us (see
‘How to contact us’ above).


http://www.loqseatech.com/legal/agreements
mailto:support@loqseatech.com
mailto:tr@loqseatech.com

